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1. Introduction

There are several mistakes needed to be corrected in TR 33.885. In addition to several editorial mistakes the following modification are made:
·   In subclause 5.5.1, UEs of V2V/P services are the authorised senders and receivers of broadcast V2V/P messages, i.e. pedestrians and vehicles (e.g. normal vehicles, emergency vehicles, law enforcement vehicles and road construction vehicles or utility vehicles), not including road side units deployed by transportation department. However, when a RSU in the sender’s transmission range receives an event-driven V2V/P message, it may relay this broadcast message to vehicles/ pedestrians in greater distance.
·   There are two requirements on message size in 3GPP TS 22.185:

[R-5.2.3-001]
The E-UTRA(N) shall be capable of transferring periodic broadcast messages between two UEs supporting V2X application with variable message payloads of 50-300 bytes, not including security-related message component.

[R-5.2.3-002]
The E-UTRA(N) shall be capable of transferring event-triggered messages between two UEs supporting V2X application with variable message payloads which can be up to 1200 bytes, not including security-related message component.
As described above, 3GPP TS 22.185 does not specify requirements on size of security payload. Thus, in subclause 5.11, the LTE V2X system should be designed so as to meet the requirements on frequency, range and speed in consideration of the increase of the payload needed for security. 
·   In subclause 6.1.1.1.1.1, the UE requests security credentials from Key Management Server may act as a Signer and a Verifier or just as a Verifier. Moreover, the Verifier UE uses the key of the KMS and the signer’s PVT as well as the signer’s identity to verify the signature as described in RFC 6507, while the receiver UE of SAKKE payload uses its identity and RSK and the public key of the KMS to decrypt SAKKE payload.
2. pCR

************************************************ Start of first change ****************************************************
5.2.2
Security threats 

If many malicious UEs may attempt to request radio resources at the same time from the MNO network, it would lead to an exhaustion of network radio resources. Legal vehicle UEs can not get available radio resourcesfor LTE-V2X communications.
************************************************* end of first change ****************************************************
************************************************ Start of first change ****************************************************
5.3.2
Security threats 

The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 

· In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.

· The attacker may manipulate the data processing in V2X entities. As a result, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 

· The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protection or other functions unavailable. 
***************************************************** End of first change ************************************************
************************************************ Start of second  change ***********************************************

5.5.1
Key issue details

V2X messages transmission/reception for V2V/P services over PC5 interface pre-dominantly requires broadcast transmission. Threats and security requirements on V2V/P message broadcast differ from other V2X services and use cases. 

A UE is defined as any UE that is provisioned by organizations to provide information distribution on V2V/P services. Examples of an UE are pedestrian UEs and vehicle UEs including normal vehicles and authority vehicles such as emergency vehicles, law enforcement vehicles, and road construction vehicles or utility vehicles. UEs are expected to proceed with a registration procedure to receive authorization for the V2V/P service.

 A UE may send periodic broadcast V2V/P messages to inform other UEs in its proximity regarding vehicle or pedestrian’s moving status. In addition, the V2V/P message could be event-driven to inform nearby vehicles and pedestrians regarding a specific event. For examples, the data in authority V2V/P broadcast could describe authority-relevant information, such as law enforcement vehicle approaching, mandatory road closure, etc. 
V2V/P use cases that leverage this type of communication usually require UEs on vehicles or by pedestrians to make decisions or take actions based on the locally generated sensing information and data from the received V2V/P broadcast messages. V2V/P broadcast messages could provide information complimentary to receiving UE’s local sensing data. The expected receivers of V2V/P broadcast messages are any V2V/P service enabled UEs in the sender’s transmission range. Moreover, when a RSU in the sender’s range receives an event-driven V2V/P message, it may relay this broadcast message to vehicles/pedestrians in greater distance.
Attacks on V2V/P broadcast message of this type may mislead receiver UE regarding the current road condition and makes a wrong decision or action. The authenticity of the received information is expected to be validated. In addition, the integrity of V2V/P broadcast shall be validated to defend against forgery. Furthermore, the concern of anonymity or privacy exists. However, the concern is not severe, because the information is generated by a normal UE supporting V2V/P service and is intended for public consumption.

Editor’s Note : Privacy issues are FFS.
************************************************ End of second change ************************************************
********************************************** Start of thirdchange *****************************************************
6.1.1.1
Security flows

6.1.1.1.1
Overview

The protection of one-to-many V2X communication proceeds as shown in the figure below. 
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Figure 6.1.1.1.1 – Overview of Authorisation for V2X communication
0a or 0b: If needed the UE could be configured with any private keys, associated certificates or root certificate that they may need for contacting the V2X  Key Management Function (KMF) or Certification Authority (CA) to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the V2X Key Management Function. 

NOTE: The V2X Key Management Function or Certification Authority (CA) is shown as a separate logical entity to allow the network operator to provision the radio level parameters and a 3rd party, e.g. V2X service Provider, to have control over provisioning the keys. If such a separation is not needed then the V2X Key Management Function or Certification Authority may be deployed as part of the V2X Control Function

1a or 1b: The UE fetches the one-to-many communication parameters from the V2X Control Function. As part of this procedure the UE gets a list of services offered by the operators and affiliated service provider and is informed whether bearer layer security is needed for this service.  In either case, In addition the UE may be provided with the address of the V2X Key Management Function or V2X CA that it uses for obtaining keys for a specified service.  

2a.i or 2b.i: The UE sends the Key Request message to the V2X Key Management Function including a Service ID (for broadcast services) for which it wants to fetch keys and UE V2X security capabilities (including the set of V2X security methods the UE supports). 

2a.ii or 2b.ii: The V2X Key Management Function checks whether the security methods is supported by the UE according to the UE V2X security capabilities, i.e. whether one the required security methods  is included in the set of V2X security methods the UE supports.

2a.iii or 2b.iii: The V2X Key Management Function responds with the Key Response message. If the check of step 2a.ii or 2b.ii is successful for a Service ID, this message contains Service ID and the selected V2X security method identifier that the UE should use for security credential / policy provisioning. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm. This message may also contain a PMK and associated PMK ID if the V2X Key Management Function decides to use a new PMK.

2a.iv or 2b.iv: The UE and V2X Key Management Function, with the aid of the V2X certification authority or Identity based Key Management services, execute the selected the security method to complete security credential / policy provisioning using MIKEY.  Section 6.1.1.1.1.1 and 6.1.1.1.1.2 describe the detailed protocol message exchanges for provisioning UEs with security policy and credentials for identity and certification based authentication & encryption respectively.

3a or 3b: The UE uses the provisioned security credential / policy to send / receive protected messages to / from another UE. 

6.1.1.1.1.1
UE Security Credential Provisioning with Identity based Cryptography

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  

Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE may act as a “signer” and “verifier” or just as a “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT and the signer’s identity to verify the signature.

Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and RSK and the public key of the KMS to decrypt SAKKE payload.

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp - identity credential expiration time).

Editor’s Note:  Assignment of a temporary identity to the UE is FFS.

UE may be configured with multiple sets of identity based credentials (with different expiration times) for purpose of key refreshment when UE is out of coverage.  Lifetime of identity based credentials will be governed by security policy.
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Figure 6.1.1.1.1.1
- UE Security Credential Provisioning with Identity based Cryptography

1. UE sends a request to V2X KMS to receive Identity based credentials for a specified service ID.

2. V2X KMS exchanges messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note: it is FFS how the control function verifies that the V2X UE and V2X KMS do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X KMS.

3a. If UE is to act as a Signer and Verifier, Key Management Function sends a response, including identity based key materials as follows:


SSK :  Signing Secret Key



PVT : Public Verification Token



KMS_Pub : KMS Public Key



KMS_ID : KMS ID



Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

3b. If UE is to act as only Verifier, Key Management Function sends a response, including identity based key materials as follows:


KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

4. V2X KMS sends a confirmation to the V2X Control function indicating that UE1 was successfully provisioned with the credentials for the requested service ID.

6.1.1.1.1.2
UE Security Credential Provisioning with Certificate

The UEs may be provisioned with the required certificate in advance. V2X certificate represents the certificate holder UE’s authority to participate in authorized V2X communication. For example, the road side unit (RSU) UE holds certificate that authorize it to send authority broadcast announcement on road. The issuing CA may be a third party provisioning V2X service, hosted by the KMF. 

Upon successful provisioning of certificate, the UE also receives a set of trusted root certificates of CAs for authenticating other authorized V2X UEs during its operation on road. 

As depicted in Figure 6.1. 1.1.1.2, the protocol for UE security Credential provisioning using certificate consists of UE generating a self signed certificate for the service that wants to be authorized, confirmation by the V2X Control Function that UE can be authorized for this service by V2X Control function, and V2X CA delivering UE authorization cert, V2X CA root cert, and trusted root certs to the UE.  
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Figure 6.1.1.1.1.2
- UE Security Provisioning with Certificate

1. UE1 sends a request to V2X CA to receive certificate based credentials for the specified service. The Request includes a self-signed cert issued by the UE.  The Cert data (described in the subsequent section) includes the service ID that the UE wants to be authorized,

2. V2X CA shall exchange messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note : It is FFS how the control function verifies that the V2X UE and V2X CA do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X CA.

3. V2X CA sends a response to UE1 that includes UE1-Cert signed by CA , CA  root cert, and a set of root certificates trusted by the V2X CA, as UE1’s trust anchor.

4. V2X CA sends a confirmation to V2X Control function indicating the UE1 was successfully provisioned with credentials for the requested service ID.
**************************************************** End of third change ************************************************
********************************************** Start of fourth change ***************************************************
6.1.1.1.2
Secure One to Many V2x Communication 

Editor’s Note:  Privacy issues of Secure one to many communication is FFS.

6.1.1.1.2.1
Broadcast Messages Protected by Identity based Authentication  

UEs with V2X authorization with identity based authentication may send signed broadcast messages. The receiver UE of signed broadcast message, with properly provisioned with identity based credentials, can verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.
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Figure 6.1.1.1.2.1
- Broadcast Messages Protected by Identity based Authentication
1. UE1 Creates a message and signs it with is SSK, installed during the authorization phase with KMS.  

2. Upon receipt of the message, UE2 verifies the signature of the message using the KMS Public Key and received PVT and UE1’s identity.  UE2 uses the received KMS-ID to retrieve KMS public key from its installed <KMS-ID, KMS-Public Key> pairs.

3. If signature is verified, the message is sent to the application to be processed.

Editor’s Note: Further details of message format and processing procedure are FFS

Editor’s Note:  Adding replay protection to messages is FFS
**************************************************** End of fourth change **********************************************
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